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nnovative Technology

.ollaborateMD is a browser-based application, which allows access from anywhere, at any time! No
ownloads or software installation is required. CollaborateMD utilizes smart data caching to minimize the
ata transfer between the browser and CollaborateMD servers, delivering a fast and user-friendly
xperience with minimal system requirements.

Ainimum System Requirements for CollaborateMD

ielow you'll find a list of supported browsers, recommended hardware and network requirements to
perate CollaborateMD. We've made it as easy as possible, requiring the least amount of system
aquirements as possible, so that your practice can be up and running in a minimal amount of time.

upported Browsers

e Google Chrome - Latest Version

e Firefox - Latest Version

e Safari - Latest Version

e Microsoft Edge - Latest Version
'ecommended Hardware

e 2 gigahertz (2GHz) or faster processor

e Minimum of 4 GB of RAM

e 1280 x 720 screen resolution or higher

letwork Requirements

e Internet Access: Minimum of High Speed DSL or Broadband that supports 3Mbps+ upload and
10Mbps+ download speeds

e Latency Test Average: < 100 ms

security & Reliability Safeguards

.ollaborateMD understands the importance of the security of your information. CollaborateMD uses
othing but the most secure servers to ensure your information is stored, and protected to the highest of



tandards. We store all of your information in a HIPAA-compliant SSAE 18 SOC 1 and SOC 2 data center
nd while you are accessing your information, the data is transported to your device via the secure HTTPS
ommunication protocol. CollaborateMD uses Amazon Web Services (AWS) for data storage.
.ollaborateMD’s data is stored in the United States in AWS' Northeast Data Center Region in Virginia.

Vhat does HIPAA stand for and why is it important?

IIPAA - Is the Health Insurance Portability and Accountability Act. It is a requirement of all healthcare
roviders enacted in 1996 that regulates the interchange of private patient data to help prevent unlawful
isclosure or release of their medical information.

here are 7 requirements that make something HIPAA compliant.

=

. Transport Encryption: Is always encrypted as it is transmitted over the internet.

2. Backup: Is never lost, i.e. should be backed up and can be recovered.

3. Authorization: Is only accessible by authorized personnel using unique, audited access controls.
4. Integrity: Is not tampered with or altered.

5. Storage Encryption: Should be encrypted when it is being stored or archived.

6. Disposal: Can be permanently disposed of when no longer needed.

7. Omnibus/HITECH: Is located on the web servers of a company with whom you have a HIPAMABuUsiness
Associate Agreement (or it is hosted in-house and those servers are properly secured per the HIPAA
security rule requirements).

o learn more about HIPAA compliance clickhere.
o, what are SSAE 18 SOC 1 and SOC 2?

SAE 18 (Statement on Standards for Attestation Engagements)is an internationally recognized third-
arty assurance audit designed for service organizations. Section No. 16 addresses examination
ngagements undertaken by a service auditor to report on controls at organizations that provide services
ser entities when those controls are likely to be relevant to the user entities' internal control over financi:
sporting.

ervice Organization Control (SOC) - These are internal control reports on the services provided by a
ervice organization providing valuable information that users need to assess and address risks associated
/ith an outsourced service.

OC 1 & 2- These are auditors reporting methods that have specific control objectives and criteria to repol
n SSAE 18.

laving these standards in place makes sure that your information is being securely stored, and regulated t
1e standards set by the AICPA.

'lease Note: No protected health information is stored on your computer or tablet. It is stored in the cloud


http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/businessassociates.html
http://www.hhs.gov/ocr/privacy/hipaa/understanding/srsummary.html
https://us.aicpa.org/

nd accessed via your web browser. Only the information you export out while signed in to your
-ollaborateMD account can be stored locally at the location of your choice. Once you export the
formation from CollaborateMD, it is your responsibility to store it in a HIPAA-compliant manner.

‘our Responsibility: Help Us Keep Your Data Secure

Vhile we employ many security measures, there are security issues outside our control that we ask our
sers to take the necessary precautions to.

e Keep your login credentials to yourself

Activate Two-Factor Authentication on your CollaborateMD account

o Keep your devices malware free

e Do not install software, plugins, or add-ons that may compromise your account security
e Use only secure networks

e |f you download information from CollaborateMD, employ all necessary security measures to
safeguard that data, including but not limited to password-protecting your computer, encrypting yout
device, and restricting access to your local account.



